Staying Safe from

Scams & Protecting
Your Information




Why this Matters?

Scams are increasing every year

Anyone can be targeted

Goal: Stay informed, not scared

Statistic: “Older adults reported losing $2.4
billion to scams in 2024” -According to

Federal trade commissions (link)
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https://www.ftc.gov/news-events/news/press-releases/2025/12/ftc-issues-annual-report-congress-agencys-actions-protect-older-adults?

What is a Scam?

Inconsistent Fake
Bank Text Messages

A scam = tricking you into giving:
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JPMorgan Chase Bank:
This is a fraud alert. Can
you verify your recent
transactions immediately

They use:
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+1(307) 124-9045
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® Fear scams “..Urgent Appeal .. " your bgha!f? You should
Help us save starving children! We are click this !'nk to freeze
[ ] TI'llSt a registered charity working to provide your credit ASAP.
food and shelter to underprivileged
kids. Your donation of just $50 can
. make a huge difference. Reply with
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e People over the age of 60




e Phone scams

e Text scams
e Emalil scams

e Tech support scams

e Investment scams

Tech support
scams

TextMagic

ost Common Type of Scams

[PayPal]: Your account access has been limited

Team Support services@paypal-accounts cor

' PayPal

Dear PayPal customer,

Your PayPal account is limited, You have 24 hours to solve the
problem or your account will be permanetly disabled.

We are sorry to inform you that you no longer have access to
PayPal's advantages like purchasing, and sending and receiving
money.

Why is my PayPal account limited?
We believe that your account is in danger from unauthorized users.

What can | do to resolve the problem?

You have to confirm all of your account details on our secured
server by clicking the link below and following the steps.

Confirm Your Information
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+1(307) 589-3945

Friland: We still didn’t hear from
you. To avoid account and service
restrictions please visit https://
login.friland.com to confirm your
details.
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+61 480 268 502

IMPORTANT MESSAGE FROM
WESTPAC

All Westpac clients are required
to review and/or revise their
contact details. For your
security, you will be unable to
use Westpac services until you
have done this. Follow the link
to: https;//westpac.reviews or
call us on 132 032




So what should we look for in text scams?

“Act now!” / urgency

5 Signs That Text is a Scam

Unknown sender
@ Strange number

Strange links or grammar errors @ Asksyouto login

@ Oddgrammar

@ Uses scare tactics

Requests for: Edmonton State Benk
needs to verify your info. :
Please login to your account ® Asks you to opena link

] Passwords below to verify your identity.
. . Your account will be closed if
e Social Security U don't complete in 24 hours.
. bankatpinecrk.com/YX82KG2
e Gift cards i

Money

American ", BANKSNEVER
Bankers
No ==, Myt




Phone Call Scams

Main Takeaway: Government
agencies will never call you asking for
Scammers on these class pretend to be: payment or threatening you

e IRS
e Social Security

e Bank
And they can say things like:

e “You owe money”

e “You'll be arrested”




TV & Smart Device Scams

e Fake messages on TV:

@) “Virus detected” § S -_~ Virus Detected

Your computer is damaged by suspicious programs
114 ’ To remove the virus, click in
o “Call support

DELETE VIRUSES

Rules:

ENG 10:38
A~k TP 100 B

e Do NOT call the number

Main Takeaway: Your TV cannot get a
e Only use official apps virus like that. These messages are
designed to scare you.




How to Stay Safe

Strong passwords

Don’t share personal info

Keep devices updated

Use 2-step verification

Pay attention to new number texts




If You Ever Get Scammed

e Contact your bank immediately

e Report: reportfraud.ftc.gov

e Tell someone you trust




Key Takeaways

e You are in control v

e Scammers use urgency a
— T

e When in doubt — pause v
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